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tris@lapper: ~

File Edit View Search Terminal Help

tris@lapper:~$ inguma

Inguma Version 0.0.7

Copyright (c) 2006-2008 Joxean Koret <joxeankoret@yahoo.es>

No module named cx Oracle
inguma> help
Help

Load kb Load the knowledge base

save kb Save the knowledge base

clear kb Clear the knowledge base's data

report Generate a report based in the knowledge b
autoscan Perform an automatic scan against a target
overed hosts

show discover Show discover modules

show gather Show gather modules

show fuzzers Show fuzzing modules

show exploits Show available exploits

show brute Show brute force modules




(I Inguma - A Free Penetration Testing and Vulnerability Research Toolkit
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Sniffer Scépy Add Target Pro;;rties Show Log Show KB Quit

Hosts
1299 P 192.168.1.35
Ladilaritions L s i RS AT s [TELIANET TeliaNet Global Network] — |+ 87.230.87.158
= P Netcraft
P Name
v 22-info
ssh (OpenSSH 4.2p1 Debian 7ubunti

2048 f2:b2:9d:d1:58:3e:34:d0:ee:52;
2048 d3:a6:17:95:ed:e3:e2:9¢:64:44

__(80.91.246.184 |y (80.91.247.240 \y__( 80.91.249.181 ) (213.248.75. 8
| - | - | -« .
87.230.87.158 " \ " \ " N |
'”fO'T“at'O” (213.248.102
Services > \_

Discovers > / Open with broswer

Gathers & Open with terminal

1 Info N Y / ssh (OpenSSH 4.2p1 Debian 7ubuntu3.2)

| Exploit mRCE %’herm MMap

Bruteforce X 2.6.9-2.6.27
P Trace
P Asn
v Ports

80

22

Description Start End
| — — =

Running hostname against 87.230.87.158  09:33:47 09:33:48
Running tcptrace against 87.230.87.158 09:33:47 09:33:49
Running asn against 87.230.87.158 09:33:48 09:33:50
Running netcraft against 87.230.87.158 09:33:50 09:33:51
Running Get ASN against all nodes 09:35:55 09:36:11
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10 Logs

Loading Inguma...
Loading KB...

uinerabm

/home/hteso/.inguma/data/webvulns.kb selected

Loaded

esearc

50974
[EDICIONES-EL-PAIS-AS EDICIONES EL PAIS]

Y

:/ \1
| 91.216.63.1 |
\ )

8p28
[INTEROUTE Interoutp Communications Ltd]

Y

e ~
| 195.81.196.209 |
9 )

L 4

|/— \-
| 89.202.161.22 |
_ )

e Y ~N
| 212.23.42.22 |

\_ J

3549
[GBLX Global |Crossing Ltd.]

Y

|/ \-
| 195.66.224.29 |
. )

Actual KB: /home/hteso/.inguma/data/webvulns.kb

v [ 1069.3.184
: O No opened ports found yet
v [\ 87.230.87.158
i~ &| 80/TCP
- @ OSVDB: 0
: . ‘@/lndex php?module=My ¢
i 7 =9 OSVDB: 12184
. g findex.php?=PHPBBBSF2
i 7 =9 OSVDB: 3093

@: /index.php?base=test%2

S

OSVDB id: 3093 ==
=al

= Open in browser -ted

= Open in OSVDB

-7 &9 OSVDB: 3268

i =g| 22/TCP
o O No vulnerabilities found yet
=@| 8443/1TCP
@) No vulnerabilities found yet

- @)
<

™~

L;J Inguma 0.5-dev
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FY UAV C&C v @ A/P: | Ardupilot | C Aircraft: | Microjet o Session: | SITL e _f‘} ‘ [ijj:) F
7 | A=11 ] . oe uuero
Bulld_ l_nformatlon Zamora "o EER Tordesillas % Portillo AlmBzan
. Revision: oro Aldeamayor llo 2
/ Branch: XA |\ de San Martin c ..esla' E-5 ywTs
Target: [N-630 (E-80 | o
Dirty: o 3 Iscar
Time: Medina de
Campo [N-110 | o .-t-.vc-f)s:
UAV Status [A-66 | CL-601 V, 3 de Jalén :
ID: Siqtenza
Runtime: Arevaio Siguenza
QO RC: Salamanca ~ == 3eg0) s
GPS: o Pefaranda de Segovia
- Bracamonte Q
In Flight: o
Autopilot: [AP-6 5
Motors: = AP-G1 - ituentes
FMS: [ AP-51 i L:’;)pr*:—.r Colmenar o o‘::'.rm..er;a
Battery: Avila Colacol Viejo. g™ Trillo
< Villaiba i
8.0 15.0 3 & o Algete Q Guadalajara
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15m
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Telemetry Settings | Command and Control

A: ] m: ] wsars: 0.0

PING: 0.0 ms

GPS: +77?2.7??7 N, +?7?2.77?7 E

ALT: ?2?277?2.7 m

®

DIST: ????7?2.?7 m
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r2 ./challenge0l1 142x43

S sym.main

[0x004007f0]>
> pdf

[0x0040095a]

133
var int local 118h @ rbp-0x118
var int local 110h @ rbp-06x110
var int local 104h @ rbp-0x104
var int local 100h @ rbp-0x100
var int local 1h @ rbp-0x1

e we we we wa

[0xO0040095a]> [

55

4889e5 mov ,

4881ec200100. sub , 0x120

89bdfcfe mov dword [ - ],
4889b5f0fe 7. mov qword | - 1,
488995e8fe " ". mov qword | - 1,
b8 mov ,

e863 call sym.banner

bfl70b40 mov , str.Enter Password:
b8 mov ,

e8lefe call sym.imp.printf

488d85 . lea , [ - ]
4889c6 mov ,

bf280b40 mov , str. 255s

b8 mov ,

e825fe call sym.imp. isoc99 scanf
c645 mov byte [ - 1,
488d85 lea , | -

4889c7 mov ,

e861 call sym.checkPassword

84c0 '

740c

bf2e0b40 mov , str.Password accepted
e8c4fd call sym.imp.puts

ebOa X4

bf410b40 mov , str.Wrong

e8b8fd call sym.imp.puts

b8 mov ,

c9 leave

c3



Select file

Welcome to Bokken 1.7-dev

Select backend to use: Radare v

Select a target or enter the path manually.

Valid inputs are: PE, ELF and machoO files

../pocs/true3?2)| v |ID

Analysis options:
ti| Analyze program Enable pseudo syntax
Max analysis depth: 16 Show stack pointer
| Lower case disassembly Don't show asm bytes
Don't use VA Show flow lines

Use AT&T syntax Columns for flow lines:

Advanced options:

Start address: 0Ox

Architecture: | Auto




%# Bokken v Q 2]

EH L

ox Hexadecimal v Text to search

Q

tll

Bokken 1.7-dev -

../pocs/true32

i Function = 2| Code (25, Flowgraph Hexdump ?ﬁm“r_}s = Strings repr £ Interactive ki File info
» |*© fcn.08048d46
S | =@ fcn.08048d56 * >
:.J/ £ 08048 66 an I JI"\P LOC . 08048480
c «@ fcn e 62 ‘
; «0 fcn.08048e9b push epp ; [13] va«0x08048d60 pa=-0x00000d60 5z«9756 vsz«9756 rwxe-r-x .text
mov €bp, esg
- «© fcn.08048ed8 ] push ebx
& | =® fcn.08048efe 5 43 e4 10 and esp, Oxfffffffe
5 i 13 ec 20 sub esp, Ox2I
¥ | «© fcn.080491aa 8d¢ 83 7d 68 cmp dword [Ebp + 81, 2 ; [:4]=0
» P
v _ 8d6 '4 OcC je 9x8648d7c
& | =9 fcn.08049296 c7 64 24 00 00 mov dword [esp], ¢
—| =0 fcn.080492a0 18d77 e8 ed fe ff ff call sym.imp.exit
+ ~ .imp.exit(unk, unk, unk, unk, unk, unk, unk, unk)
g | =@ fcn.080492f7 (08048d7c  8b 55 Oc mov edx, dword [EBp + Oxc] ; [:4]=0
E | «@ fcn.080494b6 x08048d7f  8b mov eax, dword [edx]
= «08048d81 39 24 mov dword [esp], eax
= =0 fcn.08049e4b 08048d84 e8 b7 05 00 00 call 0x8949346 ; (fcn.08049217)
n 0/ £ . =Y r -+ $
,g *© fcn.08049e67 fer '01?3492 Zs),‘, ﬁl.m",‘”,r., b hangaoduoxd IOXGSBJQMG 83ec2c sub esp, Ox2c
Jg «© fcn.0804205f 19 C7 04 24 06 00 6. mov dword 12228019313 895c241c mov dword [esp + Ox1c],
@ | =0 fcn.08043078 e ) ff £ call sym.img, 08049347 8b5c2430 mov ebx, dword [esp +
® i v -t L . 0x361]
«© fcn.0804a09c x08 c7 44 24 04 8a b. mov dword [ . -
f . 0 <7 64 24 7c b6 mov dword | S:?804934b 89742420 mov dword [esp + 0x20],
«9 fcn.0804a0 < § § ve_ im _
oustca e8 6f ff ff ff call sym.im g as04034f 897¢2424 mov dword [esp + 6x24],
«© fcn.0804ale7 sym.imp.bindtextdomain() edi
x08 b1 c7 04 24 7c bb mov dword |
*@ fcn.0804b080 (08 e8 e3 fd ff ff call Sﬁ;lﬁ.gégso.‘%s} el b
- D 8 21 5. maw daoed (|6x08049357 85db test ebx, ebx
_ . S - on g 0x08049359 7474 je 0x80493cf
*9 section..text eg 77 25 o ) call 0x804b I f " f
100) + fen.8864a1e7+4441 0x0804935b ¢74424042f000000 mov dword [esp + 4], Ox2
*9 sub.abort 128 ‘Qb"- Ué mov cax. d 0x08049363 891c24 mov dword [esp]l, ebx
N b.error 1ba 8b n o mov ebx d:\ 0x08049366 e885f9ffff call 0x8048cfO
*0 sub.error_1ba 7 44 1 9c b. mov dword f 0x0804936b 85¢0 test eax, eax
»© sub.exit f2c 9 1c 24 mov dword [ 2X@804936d 7440 je 0x80493af
i ) ég ;d £ £ call :,m in 0x0804936f 8d6801 Llea ebp, dword [eax + 1]
¢ sym.fin i f all sym.im
y - ! 848aec() ; sym.imp.strcmp 0x08049372 89e9 mov ecx, ebp
@ sym.imp.abort f 35 ¢0 test eax, eax
- ~ : 14 53 je 0x8048e36
¢ sym.imp.bindtextdomain c7 44 24 04 a3 b. mov dword [esp + 4], str. version ; [:4]=0x10100
@ sym.imp.calloc 89 1c 24 mov dword [espl, ebx
. o e8 fd fc ff ff call sym.imp.strcmp ; (fcn.08048aec)
¢ sym.imp._ctype b_loc c() ; sym.imp.strcmp
¢ sym.imp._ ctype get_mb_cur_max f o of 1 test eax, eax
) , of 85 75 ff ff jne 0x8048d76
r syrn.l'n:: _( Xd_n‘lPXll 31 '34 (.‘0 4 08 mov €ax, dword [ x804e _-_] : |4]—3X804b630
¢ sym.imp.dcgettext €7 44 24 14 60 mov dword [esp + Gx14], 6 ; [:4]=0
o c7 44 2 mov dword [esp + 0x10], str.Jim Meyering ; [:4]=0x30000
¢ sym.imp.__errno_location c7 44 mov dword [esp + 8], str.GNU coreutils ; [:4]«0
s curmn imn err 89 44 mov dword [esp + Oxc], eax [:4]=0
@ sym.imp.error al mov eax, dword [sym.stdout] ; [:4]=0x6T6e2e00 ; sym.stdout
@ sym.imp.exit c7 44 24 mov dword [esp + 4], str.true ; [:4)-0x10100
P 89 04 24 mov dword [esp], eax
¢ sym.imp._exk e8 7f 1f 00 09 call 0x894adbo
¢ sym.imp.fclose tadb0() ; fcn.0804ale7+3017
. e9 3a ff ff ff jmp 0x8048d70 ; (section..text)
¢ sym.imp.fflush ¢7 04 24 00 089 mov dword [espl, ¢ -
@ sym.imp.fileno « »
l'_ Size: 0x560cl . Processor: Intel 80386 lad Os: linux Name: . /pocs/true32 &£ Format: elf ‘_:_’ Bokken 1.7-dev (Radare 0.9.8)




Bokken 1.7-dev - ../pocs/true32

tll

%7 Bokken v Q H E Lid ox Hexadecimal v | |Text to search Q

. + v | A > —
Function : Strings = Strings repr & Interacti

o || Code| 32 Flowgraph Hexdump

+
M

fcn.08048d46
fcn.08048d56
fcn.08048e66
fcn.08048e9b
fcn.08048ed8

Basic Blocks

-/ section..text

~\ 0x08048d60
0x08048d70
0x08048d7c
0x08048de5
0x08048e01
) 0x08048e36

o ®

4888

8048d60 pa=0x )00d60 s52=9756 vsz=9756 rwx

}9‘\‘;

fcn.08048efe
fcn.080491aa
fcn.08049296
fcn.080492a0
fcn.0804927
fcn.080494b6
fcn.08049e4b
fcn.08049e67
fcn.0804a05f
fcn.08043078
fcn.0804a09c
fcn.0804a0fF
fcn.0804a1e7
fcn.0804b080

4[2].

@ Symbols || [l Imports || € Sections || & Functions ‘-b
' EEEEEEX:

section..text

sub.abort 128 «0 section..text

sub.error_1ba = section..text

sub.exit f2¢ sym.imp.textdomain (
sym._fini ( 18dk mov X 0491c( sym.imp.setlocale
N sym.imp.bindtextdomain
sym.imp.abort 141 sym.imp.textdomain
sym.imp.bindtextdomain x08048d xc) ; [:4]=0 fcn.08048aec
sym.imp.calloc xugbasdce ov ebx, dword [eax + 4] ; [:4]=0x10100 sub.exit_f2c
el mev : SI p ;s x1 sym.imp.__libc_start_ main
sym.imp.exit

sym.imp.__ctype_b_loc

sym.imp._ ctype_get_ mb_cur_max

sym i'l\l} _C xa_alexﬂ

sym.imp.dcgettext

sym.imp.__errno_location

sym i'n_:; ernor

sym.imp.exit
sym.imp._exit
sym.imp.fclose
sym.imp.fflush

© OO OOOOOOOEOEOEOEOEOEYPEETELBBE LA YL S

sym.imp.fileno -

l'_ Size: 0x560cl . Processor: Intel 80386 | j Os: linux Name: . /pocs/true32 &£ Format: elf ‘_;,' Bokken 1.7-dev (Radare 0.9.8)




%# Bokken v Q 2]

Section
ehdr
‘$) phdro

>

interp

§ .note.ABI_tag
.note.gnu.build_id
.hash

® .gnu.hash

dynsym

.dynstr

) @) @

o

)H.J,V‘:‘IBZUH

A)

gnu.version_r

1y
¥

.rel.dyn

ol

rel.plt

@

Janit

plt
text

fin

srodata

@ Symbols || [lll Imports ‘ & Sec(ionsy & Functions

é 68 ¢

)

eh_frame_hdr

)

.eh_frame

o

init_array

(@

phdrl

@

fini_array
jer
.dynamic

o} (e

got
got.plt
.data

e

e}

7y

unknownl

.shstrtab

o) [ob

Virtual Address v
0x10090000L
0x10090000L
0x10090154L
0x10090168L
0x10090188
0x100901acL
0x10090304L
0x100903441
0x10090634L
0x1009086elL
0x100908ccL
0x1009094cL
0x10090974
0x10090aacL
0x10090ae0L
0x10090d60L
0x1009337cL
0x100933a0L
0x10093d40L
0x10093f04L
0x10095ef0l
0x10095ef0L
0x10095ef4L
0x10095ef8L
0x10095efcL
0x10095fecl
0x10095ff4L
0x1009609cL
0x100960¢01
0x8048000L

EH L

Virtug
0x34L
0x50(
0x13L
0x20L
0x241
0x15€
Ox40L
0x2f0
0x23¢
Ox5el
0x80L
Ox28L
0x13§
0x26L
0x28(
0x261
Ox17L
0x9aC
0Ox1c4
0x754
0x4l
0x10¢
Ox4L
Ox4L
0OxfoL
0x8L
Oxa8L
0x20L
0x18(
OxedL

»

ox Hexadecimal v Text to search

l.—'.[J"

fcn.08048¢
fcn.08048¢96
3| fcn.08048cab
0x08048d fcn.08048ch6

EEGEREEN fcn.08048cch
0x08048d
PEErr (Cn.08048cdb
0x08048d
0x08048d
EPCEEEER fcn.08048cf6
sym. 1 ) .
0x08048dfcn‘0801BCI°
RGEREES fcn.08048¢86
0x08048d
0138048d*‘”'°8°48°66
(M fcn.08048¢c16
ggfgjgg fcn.08048¢26
EREEERED fcn.08048¢36
sym.1
GEREEN (cn.08048c46
0x08048d
o;ggo4sd*cn 08048c06
sym.1imp.bindtextdomain()
0x08048dbl c7 04 24 7c b6
0x068048dbs e8 e3 fd ff ff
sym.1imp.textdomain()
0x08048dbd c7 04 24 c0 91
0x08048dc4 e8 77 25 00 00
0x0864b340()
0x08048dc9 8b 45 6c
0x08048dcc 8b 58 04
0x08048dcf c7 44 24
0x08048dd7 89 1c 24
0x08048dda e8 11
fcn.08048aec()
0x08048ddf 85 co
0x08048del 74 53
0x08048de3 c7 44
0x08048deb 89 1c
0x08048dee e8 fd f
fcn.08048aec()
0x08048df3 85 cO
0x08048df5 ef 85
0x08048dfb al a4
0x68048e00 c7 44 2
0x08048e68 c7 44
0x08048e10 c7 44
0x68048e18 89 44
0x68048elc al el
0x08048e21 c7 44
0x08048e29 89 04
0x08048e2c eg
0x08064adbo()
0x08048e31 e9
0x68048e36 c7

Bokken 1.7-dev -

= Strings repr & Interactive [iJFile info

mov dword [esp], 0x804b67c

call

mov dword [esp], 0x806491cO

call

mov

, dword [ebp + @xc]

mov Elll, dword [ + 4]
mov dword [ + 41, str.__help
mov dword [esp], EEE

call

test e

je

mov dword [¢ : .__version
mov dword [

call

test

jne
mov

mov

call

'

3%, dword [0x804e20a4)
dword [« + 0x14]1, 06
dword [esp + 0x18], str.)im Meyering
dword [¢ + 8], str.GNU coreutils
dword [¢ + Oxcl,

, dword [sym.stdout]

dword [ + 4], str.true
dword [espl,

jmp 0x8048d70
mov dword [espl, O

|2 Size: 0x560cL. |} Processor: Intel 80386 | Os: linux Name: ../pocs/true32 &£ Format: elf

../pocs/true32

»

®.# Bokken 1.7-dev (Radare 0.9.8)




%# Bokken v Pt

Function
c 0 entry0
S
2
e “® fcn.00402068
s
@ *© fcn.00402078
2 |*® fcn.00402088
5
g *© fcn.00402098
= 2@ fcn.004021d1
S %@ fcn.0040249b
Q
=
o *® fcn.004028b2
® _

*@ fcn.00402938
v
v -
S |*® fcn.00402948
& .
° fcn.00402968

& &

fcn. 00402978
fcn.00402988
fcn.00402998

fen.004029:8

& & & ¢

fen.004029b8

fcn.004029¢8

& &

fcn.004029d8

fcn.00402%e8

& &

fcn. 00402918

é

fcn.00402a08
fcn.00402a18

fcn. 00402328

-0
-0

*@ fcn.00402a38
*@ fcn.00402a48
-~

fcn.00402a58

™| Size: OxSba8L MM Processor: i386

3 %« Hexadecimal Vv Text to search Q| =
v 2| Code | 22 Flowgraph Hexdump | = Strings | = Sections
Extended file information
File info

pic false
canary false
nx false
crypto false
va true
bintype pe
class PE32
arch x86
bits 32
machine i386

0s
5u:5y5
endian
stripped
static
linenum

lsyms

HHhH

windows

Cul

little

false

false

Your python code goes here
Press

the run butteon above to execute

5 Os: windows |_| Name: None & Format: pe

Bokken 1.8~-dev - ../pocs/pe-w32-x86

- a x
- Console
=

Builtin objects available

bin core functions nagic relo
file_info synbols baddr into
strings s1ze

% Bokken 1.8-dev (Radare 0.9.9)




N
-0
v
@
L 4
v
L 4
v
v
¢
v
@
L 4
v
4
v
v

|72 Size:

Bokken 1.7-dev -

%# Bokken v Q ! E Lid ox Hexadecimal v Text to search Q =
i Function .l o || Code |33, Flowgraph Hexdump = Strings = Strings repr & Interactive
) “© fcn.08048d46
= - | -
S| =0 fcn.08048d56 @ Q 23 @™ ./pocstrue32
v
= e fcn.08048e66
| “© fcn.08048e9b
= *9 fcn.08048ed8
n
S | =0 fcn.08048efe
;g =0 fcn.080491aa
iy 4 ¢ nnann a 24
¢ | *© fcn.08049296 fcn.00000ed8 34
= «0 fcn.080492a0 nop -
+ ) lea esi, dword [esi)
g ||*©@ fcn.080492f7 0x00000ee0 cmp byte [0x804e0ed], 0 ; [:1)=0
E | =@ fcn.080494b6 \ 0x00000ee? jne Oxefc
= | «0 fcn.08049edb
v | «@ fcn.08049e67
3 v 1)
£ | *© fcn.0804a05f + ’ d
@ ||=0 fcn.08042078 neen
*© fcn.0804a09c x00000ef0 . xef )
=0 fcn.080420ff T~
«9 fcn.0804ale7 ~
=0 fcn.0804b080 [ 30000ed8 0x00000e£ 000e£4
w / ) ) "
*9 section..text /»/,/-‘
P

sub.abort 128

sub.error_1ba

sub.exit_f2c

sym._fini

sym.imp.abort
sym.imp.bindtextdomain
sym.imp.calloc

Address Function R

UAUUUSULUU SYIILITP.  CAG_OLTAI

Function L

sym.imp.__ctype_b_loc SYNLUTIY.  CAG_GLTAT

sym.imp._ ctype_get_ mb_cur_max

sym.imp._ fprintf_chk 0x08048d10 sym.imp._ fprintf_chk

sym.imp.__cxa_atexit 0x08048d20 sym.imp.bindtextdomain

sym.imp.bindtextdomain
sym.imp.dcgettext 0x08048d40 sym.imp._ ctype b_loc

0x08048d50 sym.imp.calloc

sym.imp._ctype b loc
sym.imp.__errno_location sym.imp.calloc

sym i'n_:: ernor

sym.imp.exit entry0 0x08048e44

sym.imp._exit 0x08048¢96

fcn.08048¢96

sym.imp.fclose fcn.08048aec 0x08048aec
sym.imp.fflush fcn.08048af6 0x08048af6
sym.imp.fileno v  frn.DR048BhDA 0xNRNARhNA
0x560cl . Processor: Intel 80386 | . Os: linux Name: . /pocs/true32 &£ Format: elf

Address R

VAUDUMOL LU
0x08048d80
0x08048d90
0x08048dd0
0x08048de0

../pocs/true32

JFile info| € Bindiff
—

Diff

UiV
UNMATCH
UNMATCH
UNMATCH
UNMATCH

NEW
NEW
NEW
NEW
NFW

X X X X m

Q

@

/home/hteso/Projects/bokken/pocs/false32

:1)=109% ; "a® @ Ox804£184

®.# Bokken 1.7-dev (Radare 0.9.8)
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r2 ./challenge0l1 142x43

S sym.main

[0x004007f0]>
> pdf

[0x0040095a]

133
var int local 118h @ rbp-0x118
var int local 110h @ rbp-06x110
var int local 104h @ rbp-0x104
var int local 100h @ rbp-0x100
var int local 1h @ rbp-0x1

e we we we wa

[0xO0040095a]> [

55

4889e5 mov ,

4881ec200100. sub , 0x120

89bdfcfe mov dword [ - ],
4889b5f0fe 7. mov qword | - 1,
488995e8fe " ". mov qword | - 1,
b8 mov ,

e863 call sym.banner

bfl70b40 mov , str.Enter Password:
b8 mov ,

e8lefe call sym.imp.printf

488d85 . lea , [ - ]
4889c6 mov ,

bf280b40 mov , str. 255s

b8 mov ,

e825fe call sym.imp. isoc99 scanf
c645 mov byte [ - 1,
488d85 lea , | -

4889c7 mov ,

e861 call sym.checkPassword

84c0 '

740c

bf2e0b40 mov , str.Password accepted
e8c4fd call sym.imp.puts

ebOa X4

bf410b40 mov , str.Wrong

e8b8fd call sym.imp.puts

b8 mov ,

c9 leave

c3



( N N
€« >

[x] 5] Functions

Name

entry0
fcn.08048aac
fcn.08048ab8
fcn.08048ad2
fcn.08048af6
fcn.08048b06
fcn.08048b16
fcn.08048b26
fcn.08048b36
fcn.08048b46
fcn.08048b56
fcn.08048b66
fcn.08048b76
fcn.08048b86
fcn.08048b96
fcn.08048ba6
fcn.08048bb6
fcn.08048bc6
fcn.08048bd6
fcn.08048be6
fcn.08048bf6
fcn.08048c06
fcn.08048c16
fcn.08048c26
fcn.08048c36
fcn.08048c46
fcn.08048c56
fcn.08048c66
fcn.08048c76
fcn.08048c86
fcn.08048c96
fcn.08048ca6
fcn.08048cb6
fcn.08048cc6
fcn.08048cd6

fon NQNAQCaR

y v VvV vV vV V V V V V V vV vV VvV VvV VvV VYV VYV VYV VYV YV VvV VvV VYV VYV VvV VVyYVYYVYYVYY

Loading file: /Users/hteso/Pocs/true32

>
> Analysis finished
> Populating UI
>
>

Adding binary information to notepad
Finished, happy reversing :)

-- May the segfault be with you.

Type "?" for help

laito - /Users/hteso/Pocs/true32

-
00

section..text:
(fcn) main 261

0x08048d60

0x08048d61 .setlocale_d61: CXOSCRSSS
0x08048d61 ’
0x08048d63
0x08048d64 , Oxfffffffo
0x08048d67 , 0x20
0x08048d6a dword [arg_8h], 2
0x08048d6e 0x8048d7c
0x08048d70 dword [esp], @ 0x08048e36 0x08048de3
0x08048d77 sym.imp.exit
0x08048d7c , dword [arg_ch]
0x08048d7f , dword [edx]
0x08048d81 dword [esp],
0x08048d84 .fwrite_340
0x08048d89 dword {loc?1_4h], 0x804b631
0x08048d91 dword , 6
0x08048d98 sym. imp.setlocale 0x0804845D
0x08048d9d dword [local_4h], ._usr_share_locale
0x08048dab dword [esp], @x824b6T7c
0x08048dac sym. imp.bindtextdomain
0x08048db1 dword [esp], ©x804b67c
0x08048db8 sym. imp.textdomain
0x08048dbd dword [esp], ©x80491c0
0x08048dc4 .__cxa_atexit_340 0x08048d70
0x08048dc9 , dword [arg_ch]
0x08048dcc , dword [ + 4
0x08048dcf dword [local_4h], .__help
0x08048dd7 dword [esp],
0x08048dda sym. imp.strcmp
0x08048ddf ,
0x08048del 0x8048e36
0x08048de3 dword [local_4h], .__version
0x08048deb dword [esp],
0x08048dee sym. imp.strcmp
0x08048df3 ,
0x08048df5 0x8048d70
0x08048dfb , dword .8.13
0x08048e00 dword [local_14h], @
0x08048e08 dword [local_10h], Jim_Meyering
0x08048e10 dword [local_8h], .GNU_coreutils
0x08048e18 dword [local_ch],
0x08048e1c , dword [obj.stdout]
dword [local_4h], .true

Dashboardm Strings  Imports Symbols Notepad

Function: .text:main

v Information _

Cyclcmati?gomplexity

8
6

End BB 4

XRefs Basic Block:

v Offset info:

FAMILY cpu

STACK inc

ESIL ebp,4,esp,-=,esp,=[4]
TYPE upush

SIZE 1

REFPTR 0

BYTES 55

ID 588

PREFIX 0

MNEMONIC push
OPCODE push ebp
ADDRFSS 0¥RNARARN

v Xrefs from:

Address Instruction

0x8048e2c call fcn.0804adb0
0x8048dee call sym.imp.strcmp

0x8048e3d call sub.dcgettext_f30

0x8048dda call sym.imp.strcmp

v Xrefs To:

Address Instruction

0x8048e5b push main

Refs

()] Sections

Name Y Size Address End Address

.rel.dyn 40 0x0804894c 0x08048974
B ot 640 0x08048ae0 0x08048d60
[ .note.gnu.build_id 36 0x08048188 0x080481ac
[ .note.ABI_tag 32 0x08048168 0x08048188

Jer 4 0x0804def8 0x0804defc
M .interp 19 0x08048154 0x08048167
. .init_array 4 0x0804def0 0x0804defa
B init 38 0x08048aac 0x08048ad2




© @
File  Edit

View Windows Help

Cutter

[ Type flag name or address here

Functions @ Graph (decryption_function) Disassembly @ (X] Sldebar
Name S a (fen) decryption_function Functlon:[ .text:decryption_function ] -
anti_emulation l (Fen) 8 o, Gt ) decryptlon functlon
cn ecryption_ftunction - @ -y R M
decrypt_and_execute_rsrc decryption_ function (int arg_Bh int arg_ch); /ar int local 8h @ ebp-0x8 v Offsetinfo:
I - loc - int local_4h @ ebp-0x4 = A
decryption_function g int arg_8h @ ebp+0x8 Ak 4
dummy_math » e ; arg int arg_ch @ ebp+0xc STACKOP set
0x00401220 push ebp Sl lians e FAMILY  cpu
e 0x004012a1 mov ebp, esp 0x004012a1 mov ebp, esp STACK
fcn.00401000 0x004012a3 sub esp, 8 0x004012a3 sub esp, 8 set
£x004012a6 T 0x004012a6 push 4 DIRECTION  write
fen. 1 0x004012a8 0x1000
€0.0040105d 6:@040'2aa zg:sx :ax, word [arg_ch] Ll PR (L ESIL ecx,0x4,ebp,-=[4]
fcn.00401088 0x204012b1 add eax, 1 0x004012ad movsx eax, word [arg_ch] ~E
] 0x004012b4 push eax 0x004012b1 add eax, 1 mov
cn.004010a7 gxgzjgﬁg; pu?h [} . R . 0x004012b4 push eax o ptio
X 2| call dword [sym.imp.KERNEL32.dl1l_VirtualAlloc N pcodedescri n:
fen.004010df 0x004012bd mov dword [local_8h], eax 0x004012b5 push @ . ) _
§cn.0040119b 9x004012c0 mov dword [local_sh], @ 0x004012b7 call dword [sym.imp.KERNEL32.d11_VirtualAlloc] S
. 0x004012c7 jmp @x4012d2 0x004012bd mov dword [local_8h], eax moves.data o S A
fcn.004011d7 0x004012c0 mov dword [local_4h], @
£n.00401310 ! ,=< 0x004012c7 jmp 0x4012d2
" .—=> 0x004012c9 mov ecx, dword [local_4h] v Function registers info:
fcn.00401400 0x004012d2 movsx edx, word [arg_ch] 1| 0x004012cc add ecx, 1 .
£n.00401440 0x004012d6 cmp dword [local_sh], edx ;| 0x004012cf mov dword [local_4h], ecx A esp ebp of sf zf pf cf eax eip ec:
] 0x004012d9 jge 0x4012f5 1Y -> 0x004012d2 movsx edx, word [arg_ch] 1 espebp eipdx
€n.00401480 0x004012d6 cmp dword [local_4h], edx T
fcn.004014c0 ,=< 0x004012d9 jge 0x4012f5
- |  0x004012db mov eax, dword [local_4h] R esp ebp eax eip ecx edx of sfcl
sy ! | ;| 0x004012de mov ecx, dword [arg_8h]
fcn.004015a0 L . i ;| 0x004012e1 movsx edx, word [ecx + eax*2] ' X-Refs to current address:
ical_4 0x004012f5 movsx edx, word [arg_c B
fcn.004015f0 lg_8h] 0x004012f9 mov eax, dword [local_ l LR —70 e, G e | Addressl Instruction
lex + eax*2] 0x004012fc mov byte [eax + edx], | 0x004012e8 add eax, dword [local_4h]
fcn.00401640 lcal_gh] 0x00401300 mov eax, dword [local_ 5] 0x004012eb mov cl, byte [edx + str.AaCcdDeFfGhiKL1MmnNoOpPrRsSTtUuVvwWxyZz32.__EbgjHI__YQB
£cn.00401690 jcal_4h] 0x00401303 mov esp, ebp ;| 0x004012f1 mov byte [eax], cl
cn. I+ str.AaCcdDeFfGhiKL1MmnNoOpPrRsSTtUuVvwixyZz32. __EbgjHI__YQB:] gxggjgﬁ;: po;t) ebp ‘==< Qx004012f3 jmp 0x4012c9
fcn.004016f0 v : . e v ‘-> 0x004012f5 movsx edx, word [arg_ch]
D
< > < > 0x004012f9 mov eax, dword [local_8h] VI iRefs from current address:
] X o BB o sy v [ mrs o e e | o e
EE1EEEK exdumg | “seudocode | =ntry Foints ngs | 'mpo e = | Address| Instruction | v
Console (ON> Sections
-7 *!| Name | Size | Address EndAddress | Entropy & A
| -1 |
| 6 0 < Welcome to Cutter! | . .data 8704 0x0041b000 0x0041d200 3.28480039
[ (O I | | [ rdata 30208 0x00413000 0x0041a600 5.08320213
/
I ! _ ! reloc 5120 0x00432000 0x00433400 6.47993944
=1
et . .rsrc 78336 0x0041e000 0x00431200 7.86195980
v v

Type "?" for help

l . - Comments‘
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Origins of Cutter
laito
Qt/C++
Developed for a while by only one person (Hugo Teso)
Took a few years to become open source

After it became open source, no more maintenance

|
A
|

T

O




“Cutter is not aimed at existing radare2 users. It
instead focuses on those whose are not yet radare?2

users because of the learning curve, because they
don't like CLI applications or because of the
difficulty/instability of radare?2.”
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Old code...

e Many useless or unusable features (from a Reverse Engineer point of view)

e Displayed graphs with HTML (Qt WebEngine)




Old code...

e Many useless or unusable features (from a Reverse Engineer point of view)

e Displayed graphs with HTML (Qt WebEngine)
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A

Open File Projects

Select new file

Select
[Users/hteso/Pocs/true32
Created: Thu Mar 3 15:14:30 2016
Size: 22 kB
Open

About Close



® O Load Options

y

Program: /Users/hteso/Pocs/true32

Analysis: Enabled

Level: Auto-Analysis (aaa)

Load bin information
Use virtual addressing
Import demangled symbols

> Advanced options




® 0 Load Options

y

Program: /Users/hteso/Pocs/true32

Analysis: Enabled
Level: Advanced

Analyze all symbols (aa)

Analyze for references (aar)

Analyze function calls (aac)
Analyze all basic blocks (aab)

Autorename functions based on context (aan)

Experimental:
Emulate code to find computed references (aae)
Analyze for consecutive function (aat)
~ Type and Argument matching analysis (afta)
| Analyze code after trap-sleds (aaT)
Analyze function preludes (aap)
Analyze jump tables in switch statements (e! anal.jmptbl)
~ Analyze push+ret as jmp (e! anal.pushret)

| Continue analysis after each function (e! anal.hasnext)

Load bin information
Use virtual addressing
Import demangled symbols

W Advanced options

CPU options

Cancel




]Type flag name or address here

Cutter

W i

€ 9
(x] =] Functions
Name

entry0

entryl.init

entry2.fini

fcn.08048048
fcn.08048aac
fcn.08048ab8
fcn.08048e70
fcn.080492a0
fcn.0804a3b0
fcn.0804a3d0
fcn.0804a440
fcn.0804a470
fcn.0804a500
fcn.0804a5c0
fcn.0804a5f0
fcn.0804a640
fcn.0804a6f0
fcn.0804ad50
fcn.0804adb0
fcn.0804aed0
fcn.0804b33a
fcn.0804b388
fcn.eip
loc.0804b0c0
loc.imp._gmon_start
main

i A NILILL  Arvme N

Quick Filter

(x]=)

> Analysis finished
> Populating UI
> Finished, happy reversing :)

[PV VN VoV VYN

Entry Points

-- prove you are a robot to continue ...

Type "?" for help

06 Dashboard
OVERVIEW
Info
File: /Users/hteso/Pocs/true32 FD: 3 Architecture: x86
Format: elf Baseaddr: O Machine: Intel 80386
Bits: 32 Virtual addr: True OS: linux
Class: ELF32 Canary: True Subsystem: linux
Mode: -r-x Crypto: False Stripped: True
Size: 22028 NX bit: True Relocs: False
Type: EXEC (Executable file) PIC: False Endianness: little
Language: C Static: False Compiled:
Relro: Partial
Hashes Libraries
MD5: 61a1bb6b281491f3dc1a7e04bdccada7 libc.so.6
SHA1: 89dbc84a6929380e0a1852fb35638b60fde1d9ae
Entropy: 4.930289
DEL L[ Disassembly Graph (entry2.finijj Hexdump Pseudocode Entry Points Strings Imports Symbols Notepad
(x] =] Sections

Name A  Size Address End Address

B bss 0 0x0804e0c0 0x0804€240

B .data 32  0x0804e09c 0x0804e0bc

[ .dynamic 240 0x0804defc 0x0804dfec

B .dynstr 569 0x08048634 0x0804886d

.dynsym 752 0x08048344 0x08048634
I .eh_frame 1876 0x0804bf04 0x0804c658
ah frama hAr ARD NvNRNAhAAN NvNRNAKfNA
') Comments

(x] ) Sidebar
Function: LOADO:entry2.fini
v Offset info:
STACKOP null
FAMILY cpu
STACK null
ESIL 0,0x804e0e4,[1],==,$z,zf,:
TYPE cmp
SIZE 7
REFPTR 1
PTR 0x00000000
BYTES 803de4e0040800
ID 95

WV Opcode description:

wv X-Refs to current address:

Address | Instruction

v X-Refs from current address:
Address | Instruction

add byte [eax], al

s

— |

P S —
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laito - /Users/hteso/Pocs/true32

« > =
s/
06 Comments (x ] 5) Dashboard
Function/Offset
g— OVERVIEW
>  section.
»  section..bss Info
»  section..gnu.version File: /Users/hteso/Pocs/true32 FD: 23 Architecture: x86
»  section..init_array Format: elf Baseaddr: O Machine: Intel 80386
»  section..interp Bits: 32 Virtual addr: True 0s: linux
> section..note.ABI_tag Class: ELF32 Canary: True Subsystem: linux
> section..plt Mode: -r-- Crypto: False Stripped: True
> section..rodata size: 22028 NX bit: True Relocs: False
d section.LOADO Type: EXEC (Executable file) PIC: False Endianness: little
> sect{on.PHDR _ Language: C Static: False Compiled:
»  section_end..dynamic
»  section_end..dynsym
»  section_end..eh_frame_hdr Hashes Libraries
> section_end. fini_array MD5: 61a1bb6b281491f3dc1a7e04baccada7 libc.50.6
> section_end..gnu.hash SHA1:  89dbc84a6929380e0a1852fb35638b60fdeld9ae
»  section_end..gnu.version ENTROPY: 1.926346
»  section_end..gnu.version_r
»  section_end..got Statistics
»  section_end..got.plt
» section_end..hash
»  section_end..init_array 140
>  section_end..jcr
»  section_end..note.ABI_tag 120
»  section_end..note.gnu.build_id
»  section_end..rel.dyn entry0 Functions Flags  Strings Relocs Imports Symbols Notepad
> Loading file: /Users/hteso/Pocs/true32 00 Sections
> A“GIYSiS finished Name v Size Address End Address
; zgz:;:tézgagi information to notepad . text 9756 0x08048d60 0x0804b37¢c
> Finished, happy reversing :) . .shstrtab 237 0x00000000 OxOed
B rodata 2464 0x0804b3a0 0x0804bd40
-- feed the bugs! [ rel.plt 312  0x08048974 0x08048aac
.rel.dyn 40 0x0804894c 0x08048974
B pit 640 0x08048ae0 0x08048d60
B .note.gnu.build_id 36 0x08048188 0x080481ac
[ .note.ABI_tag 32 0x08048168 0x08048188
jer 4 0x0804def8 0x0804defc
Type "?" for help B .interp 19 0x08048154 (0x08048167




++ Dashboard

OVERVIEW
Info
File: /Users/hteso/Pocs/pocs/true FD: 23
Format: elf Base addr: 0
Bits: 32 Virtual addr: True
Class: ELF32 Canary: True
Mode: -r-- Crypto: False
Size: 22028 NX bit: True
Type: EXEC (Executable file) PIC: False
Language: C Static: False
Architecture: x86 Stripped: True
Machine: Intel 80386 Relocs: False
0S: linux Endianness: little
Subsystem: linux Compiled:
Hashes Libraries
MD5: 61a1bb6b281491f3dcia7e04bdccada7 lbc.50.6
SHA1: 89dbc84a6929380e0a1852fb35638b60fde1dSae o
Statistics

80

70

60

50

40

30

20

10

0
Functions Imports Symbols Strings Relocs Sections

n @ »> » N
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06 Functions

Name A

fcn.0804a75¢

;-- section_end..plt:

;-- section..text:
(fcn) main 262

laito - /Users/hteso/Pocs/pocs/true

main

(fcn) fcn.@8049340 192

iii

Function: main

v Information

N @x08049349 sub esp, @Ox2c
fcn.0804a7a0 ; arg int arg_zh @ ebp+@x2 @x08049343 mov dword [esp + @xlc], ebx
fen.0804ac5 ; arg int arg_ch @ ebp+@xc 0x08049347 mov ebx, dword [esp + @x30] Cycomatic complaxily
0x08048d60 push ebp 3 [13] va=0x08048d60 pa=0x00000d60 sz=9756 vsSz=9756 rwx=--r-x ©x0804934b mov dword [esp + @x20], esi
fcn.0804adda 0x08048d61 mov ebp, esp @x0804934f mov dword [esp + @x24], edi
fcn.0804ad50 0x08048d63 push ebx 0x@8049353 mov dword [esp + @x28], ebp
@x08049357 test ebx, ebx
:cn.ggg:a:::; g)’:ggzggg; ::g ::g’ g;;fffffo 2x28049359 je 2x80493cf
cn. a ’ 0x0804935b MoV dword [esp + 4], @x2f
fen.0804ade3 0x08048d6a cmp dword [ebp + 8], 2 3 [0x2:4]=0x101464c 2x08849363 mov dword [esp], ebx YRefs Refs
fen.0804aea0 Ox08048d6e je @x8048d7¢ 0x@38049366 call sym.imp.strrchr
' 0x08048d70 mov dword [esp], @ 2x0804936b test eax, eax
fen.0804aed0 0x08048d77 call sym.imp.exit x@804936d je x80493af
fcn.0804af99 0x08048d7c mov edx, dword [ebp+arg_ch] ; [Oxc:4]=0 gxggxgggg lea ebp, [eax + 1]
fcn.0804afdo 0x08048d7f mov eax, dword [edx] b mov ect, €
x@8049374 sub ecx, ebx
fen.0804affg 0x08048d81 mov. dword [esp], eax 0x08049376 cmp ecx, 6 Basic Blocks
fcn.0804b030 0x08048d84 fcn. 08049340 0x08049379 jle 2x80493af
0x08048d89 mov dword [esp + 4], 0x804b631 3 [0x804b631:4]=0x75727400 0x0804937b lea esi, [eax - 6]
fcn.0804b080 Ox08048d91 mov dword [esp], 6 0x0804937e mov edi, str._.libs_ v Offset info:
fcn.080400d2 0x08048d98 call sym.imp.setlocale _0x@8049383 mov ecx, 7 ) )
fcn.0804b0f0 0x08048d9d mov dword [esp + 4], str._usr_share_locale ; [@x804b68a:41=0x7273752f LEA str._usr_share_locale ; "/usr/ g"ggﬁgggﬁ repe ;"‘g;:g’;yze [esi], byte ptr es:[edi] FA"::LY cpu
fen.0804b110 0x08048das mov dword [esp], @x804b67c ; [0x804b67c:4]=0x65726f63 s e oaoessa g&c'i :u"
fcn.0804b1c0 Ox08048dac call sym.imp.bindtextdomain 0x08849391 mov edi, @x804b714 FAIL 0x08048089
fen.08045220 0x08048db1 mov dword [esp], @x8@4b67c 3 [@x804b67c:4]=0x65726163 2x28049396 mov esi, ebp JUMP 0x08049340
' 0x08048db8 call sym.imp.textdomain 0x08049398 mov ebx, ebp ESIL eip,4,esp,-=,esp,=[], 134517568,
fcn.0804b2d0 0x08048dbd mov dword [esp], ©x8@491c0 ; [0x80491c0:4]=Pxal2cecs3 2x2804939a repe cmpsb byte [esi], byte ptr es:([edi] TYPE2  null
fcn.0804b2d5 0x08048dc4 call fcn.0804b340 0x0824939¢c seta dl TYPE call
fcn.0804b33a 0x08048dc9 mov eax, dword [ebp+arg_ch] ; [@xc:4]=0 giggﬁg;:; z;;b :} a SIZE 5
fcn.0804b340 ©x08048dcc mov ebx, dword [eax + 4] 3 [0x4:4]=0x10101 2x@80493a4 jne Oxéo-'.gaaf REFPTR 0
fen.0804b37¢ ©x08048dcf mov dword [esp + 4], str.__help ; [0x804b69c:4]=0x65682d2d LEA str.__help ; "--help" @ 0x804b y 05049306 lea ebx, [eax + 4] BYTES e8b7050000
N 0x08048dd7 mov dword [esp], ebx 2x08049309 mov dword [obj.__progname], ebx SREEN n
loc.imp.__gmon_start__ ©x08048dda call sym.imp.strcmp 0x280493af mov dword [@x804e@f0], ebx v Xrefs from:
main ©x08048ddf test eax, eax 0x080493b5 mov esi, dword [esp + @x20] _
section_end..fini 0x08048del je 0x8048e36 2x08049359 mov dword [obj.__progname_full], ebx Address Instruction
section end..init 0x08048de3 mov dword [esp + 4], str.__version ; [0x804b6a3:4]1=0x65762d2d LEA str.__version ; "--version" @ x@8493bf il edi, dword [esp + 0x24] 0x8048e2c  call fen.0804adb0
. 0x08048deb mov dword [esp], ebx 0x080493c3 mov ebx, dword [esp + Gxic] 0x8048dee  call sym.imp.strcm
section..plt - ? 0x080493c7 oV ebp, dword [esp + @x28) ym.imp. P
sym.imp.__ctype_b_loc 0x08048dee call sym.1imp.strcmp @x280493ch add esp, @x2c 0x8048e60  call sym.imp.__libc_start_mai
Y. imp.__ctype_n-. 0x08048df3 test eax, eax 2x080493ce ret 0x8048¢3d  call fon.08048130
sym.imp.__ctype_get_mb_cur_max 0x08048df5 jne Ox8048d70 @x080493cf mov eax, dword [obj.stderr] s " :
sym.imp.__cxa_atexit 0x08048dfb mov eax, dword [@x804e@a4] ; [0x804e0@a4:4]=0x804bbba str.8.13 0x080493d4 mov dword [esp + 8], @x37 v Xrefs To:
sym.mp.__ermoIocation 0x08048e00 rov  dword [esp + 0x14], 0 oxosoeszcc M awrdfe ekl e
sym.imp.___fpending Dashboard m Strings  Relocs Imports Symbols Notepad
cum imn___farintf_~hic
> Loading file: /Users/hteso/Pocs/pocs/true o0 Sections
> Analysis finished Name ¥ Size Address End Address
> Populating UI
[DEBUG]: OFfset to search: 0x08048c4d B text 9756 0x08048d60 0x0804b37¢
[DEBUG]: Graph Offset: entry® . .shstrtab 237  0x00000000 OxOed
> Adding binary information to notepad - .rodata 2464 0x0804b3a0 0x0804bd40
> Finished, happy reversing :) [ relplt 312 0x08048974 0x08048aac .
. . . .rel.dyn 40 0x0804894c 0x08048974 — —
-- Thank you for using radare2. Have a nice night!
2 R < I it 640  0x08048ae0 0x08048d60 ~ ]
[DEBUG]: Offset to search: 9x8048d60 M .note.gnu.build_id 36 0x08048188 0x080481ac
[DEBUG]: Graph Offset: @x@8048d60 . .note.ABI_tag 32 0x08048168 0x08048188 ‘l
[DEBUG]: Graph Offset: @xQ8948462 Jjer 4 0x0804def8 0x0804defc
Type "?* for help v ’ m Comments




00 laito - /Users/hteso/Pocs/pocs/true

€« > =
06 Functions main
Name A ;-- section_end. .plt: Function: main
1on.08048080 ;-- section..text: function main () {
cn. aea ; n
(fcn) main 262 loc_8x804360: v Information
fcn.0804aed0 ; arg int arg_zh @ ebp+0x2
fcn.0804af99 ; arg int arg_ch @ ebp+@xc push ebp
fcn.0804afd0 push ebp ; [13] va=0x08048d60 pa=0x00000d6@ sz=9756 vsz=9756 rwx=--r-x .text ebp = esp
0x08048d61 mov ebp, esp push ebx
fen.0804aff9 0x08048d63 push ebx esp &= BKFPfFrro
fcn.0804b030 0x0804864 and esp, OxFEFFFFFD 3 Cloord [abp + ] = 2
fcn.0804b080 0x08048d67 sub esp, @x20 {sZero 0x8B4847C) {
fcn.0804b0d2 0x08048d6a cmp dword [ebp + 8], 2 3 [0x2:4]=0x101464c loc_@x8@48d7c:
fen.0804b0f0 0x08048d6e je @x8048d7c
fcn.0804b110 0x08048d70 mov dword I:esp]3 0 edx = dword [ebpsarg_ch]
fon.0804b1c0 0x08048d77 call sym.imp.exit eax = dword [edx]
en. ¢ 0x08048d7¢ mov edx, dword [ebp+arg_ch] ; [@xc:4]1=0 g“‘g;:gg:;ﬂ = eax
fcn.0804b220 0x08048d7 mov eax, dword [edx] e [ase o 1) & BEstct
fcn.0804b2d0 0x08048d81 mov dword [esp], eax dword [esp] = 6 B
fcn.0804b2d5 0x08048d84 call fcn.080@49340 0x8048ce@ ()
fcn.0804b33a ©x08048d89 mov dword [esp + 4], @x804b631 ; [@0x804b631:4]=0x75727400 dword [esp + 4] = str._usr_share_locale
0x08048d91 mov dword [esp], 6 dword [esp] = @x804b67c v Offset info:
fen 08040340 0x08048d98 call sym.imp.setlocale ) @x8e48dze ()
fcn.0804b37¢ 0x08048d9d mov dword [esp + 4], str._usr_share_locale ; [0x804b68a:4]=0x7273752f LEA str._usr_share_locale ; "/usr/share/ dmord [esp] = Bx304bo7e FA“:I'LY cpu
loc.imp._gmon_start__ 0x08048da5 mov dword [esp], @x8@4b67c ; [@x804b67c:4]1=0x65726163 x O COND - 0
. N . dword [esp] = @x80491c@ STACK inc
main 0x08048dac call sym.imp.bindtextdomain 2x824b340 () ESIL 4,65p,-=,6bp,esp,~[4]
section_end..fini 0x08048db1 mov dword [esp], 0x804b67c ; [0x804b67c:4]=0x65726f63 eax = dword [ebp+arg_ch] TYPE2 ol
section_end..init 0x08048db8 call sym.imp.textdomain ebx = dword [eax + 4] TYPE upush
) ©x08048dbd mov dword [esp], @x8@491c@ ; [0x80491c0:4]=0xal2cec83 dword [esp + 4] = str.__help SIZE 1
section..pit 0x08048dc4 call fcn.0804b340 dword [esp] = ebx REFPTR 0
sym.imp.__ctype_b_loc 0x08048dc9 mov eax, dword [ebp+arg_ch] ; [@xc:4]=0 ?;WW@ O BYTES 55
sym.imp.__ctype_get_mb_cur_max 0x08048dcc mov ebx, dword [eax + 4] 3 [0x4:4]=0x10101 tszgﬁgxo;_goigzas) { PREFIX 0
sym.imp.__cxa_atexit 0x08048dcf mov dword [esp + 4], str.__help ; [@x804b69c:4]=0x65682d2d LEA str.__help ; "--help"” @ @x884b69c loc_@x8048e36: OPCODE  push ebp
sym.imp.__ermo._location 0x08048dd7 mov dwor'd. [esp], ebx ANNRFRS  NvRNARARN
| fpendi 0x08048dda call sym.imp.strcmp dword [esp] = @ v Xrefs from:
sym.imp.__Tpending 0x08048ddf test eax, eax x824830 () -
sym.imp.__forintf_chk 0x08048del je 0x8048e36 GEEEEE LT
sym.imp.__freading 0x08048de3 mov dword [esp + 4], str.__version ; [@x804b6a3:4]=0x65762d2d LEA str.__version ; "--version" @ @x804b oo - 0x8048e2c  call fcn.0804adb0
sym.imp.__libc_start_main 0x08048deb mov dword [esp], ebx fwﬁ esi 0x8048dee  call sym.imp.stremp
sym.imp.__printf_chk 0x08048dee call sym.imp.strcmp ecx = esp 0x8048e60  call sym.imp.__libc_start_mai
- . ; 0x08048df3 test eax, eax esp &= OxFFFFFFFO 0x8048e3d  call fcn.08048f30
sym.imp. __stack_chic_fall 0x080484f5 jne 0x8048d70 push eax T m—
sym.imp._exit 0x08048dfb mov eax, dword [@x804e0a4] ; [0x804e0a4:4]=0x804b6ba str.8.13 push esp v Xrefs To:
sym.imp.abort ?x08048e00 mov dword [esp + @x14], @ ?"_st‘ de nan Acin ' e
sym.imp.bindtextdomain e o Tt
v o Dashboard m Strings  Relocs Imports Symbols Notepad
sym.imp.calloc
> Loading file: /Users/hteso/Pocs/pocs/true o0 Sections
> Analysis finished Name ¥ Size Address End Address
> Populating UI
[DEBUG]: OFfset to search: 0x08048c4d B text 9756 0x08048d60 0x0804b37¢
[DEBUG]: Graph Offset: entry® . .shstrtab 237  0x00000000 OxOed
> Adding binary information to notepad - .rodata 2464 0x0804b3a0 0x0804bd40
> Finished, happy reversing :) [ relplt 312 0x08048974 0x08048aac .
-- Use rarun2 to launch your programs with a predefined environment -rel.dyn 40 0x0804894c  0x08048974 §
: B pit 640 0x08048ae0 0x08048d60
[DEBUG]: Offset to search: 0x28848d60 . .note.gnu.build_id 36 0x08048188 0x080481ac
[DEBUG]: Graph Offset: Bx08048460 . .note.ABI_tag 32 0x08048168 0x08048188 ‘l
[DEBUG]: Graph Offset: @xQ8948462 Jjer 4 0x0804def8 0x0804defc
Type 7" for help v p m comments




0x08049343
0x08049347
0x0804934b
0x0804934 f
0x08049353
0x08049357
0x08049359
0x0804935b
0x08049363
0x08049366
0x0804936b
0x0804936d
0x0804936f
0x08049372
0x08049374
0x08049376
0x08049379
0x0804937b
0x0804937e
0x08049383
0x08049388
0x0804938a
0x0804938¢
0x08049391
0x08049396
0x08049398
0x0804939a
0x0804939¢
0x0804939f
0x080493a2
0x080493a4
0x080493a6
0x080493a9
0x080493af
0x080493b5

, 9x2c
dword [ oxic],

, dword + 0x30)
dword | ox29] ,
dword | ox24],
dword | ox28],

0x80493c f

dword + 4], ox2f
dword o
sym. imp.strrchr

0x80493af

], byte ptr es:|[

], byte ptr es:|[

. [eax + 4]
dword obj.program_invocation_short_name,
dword [0x804e0fQ],

, dword [ + 0x20)

laito - /Users/hteso/Pocs/true32

Function:

0x08049340

0x080493cf 0x0804935b End BB

|

0x0804936£
XRefs

H

text:sub.fwrite_340

v Information _

Cyclomat icscom plexity
6

Refs

Basic Block:

4 v Offset info:

FAMILY
STACK
ESIL
TYPE
SIZE

4 REFPTR
VAL
0x0804938¢ BYTES

0x0804937b

cpu
inc

44 esp,-=,80,0f =, $s,sf,= 82,21
sub

3

0

0x0000002¢

83ec2c

333

0

0x080493b9 dword obj.program_invocation_name, MNEMONIC sub
gxg%«lggb; dword [ + gx24] 4 OPCODF siih pen Ox2e
2 493¢ dword + Oxic .
0x080493cT dword [ + 0x281 v Xrefs from:
0x080493cb ox2c 0x080493a6
0x080493ce )

0x080493c f , dword obj.stderr 0x8048d84  call sub.fwrite_340
0x080493d4 dword [ + 8], ox37 0x8049366 " 3 trrch
0x080493dc dword [-=0 + 4], 1 X CANSYRLERD:SHICn
0x080493e4 dword | 1 .A_NULL_argv_0@__was_passed_through_an_exec_system_call._n 0x80493ef call sym.imp.fwrite
0x080493eb dword | + 0xc],

0x080493ef sym. imp. fwrite 0x080493af

g:g%ggg sym. imp.abort v Xrefs To:

0

Address Instruction

Dashboard EIETAEREDE Functions  Strings Relocs Imports Symbols Notepad

> Loading file: /Users/hteso/Pocs/true32 Q06 Sections

> 2nalzl/si§ filr]}shed Name v Size  Address End Address
> Populatin

> Adging bigury information to notepad = .tsehxsttrtab 2:736 gxgggggggg gx8234b37c
> Finished, ha| reversing :) . X X

o ’ B rodata 2464 0x0804b3a0 0x0804bd40

-~ Sudo make me a pancake. [ relplt 312 0x08048974 0x08048aac

.rel.dyn 40 0x0804894c 0x08048974

B ot 640 0x08048ae0 0x08048d60

B .note.gnu.build_id 36 0x08048188 0x080481ac

[ .note.ABI_tag 32 0x08048168 0x08048188

Jjer 4 0x0804def8 0x0804defc

M .interp 19 0x08048154 0x08048167

Type "?" for help




00 laito - /Users/hteso/Pocs/pocs/true

€ >
(x]=] Functions (x)5] Notepad
Name A Offset Size Search
entry0 0x08048e44 34 CEem Vo 3
# Binary information cn) entr
fcn.08048aac 0x08048aac 38 0x08048e44 xor ebp, ebp
fen.08048e70 0x08048e70 43 type  EXEC (Executable file) 0x08048e46 pop esi
fcn.08048e9c 0x08048e9c 60 file /Users/hteso/Pocs/pocs/true 0x08048e47 mov ecx, esp
fcn.08048ed9 0x08048ed9 37 fd 36 0x08048e49 and esp, Oxfffffffo
fon.08048f00 0x08048f00 44 size @x560c 0x08048e4c push eax
fcn.08048130 0x08048f30 615 blksz  oxe 0x08048e4d push esp
mode -r-- 0x08048e4e push edx
fen.08049120 0x08049120 10 block  @x100 0x08048e4f push fcn.0804b2d0
fen.080491aa 0x080491aa 16 format  elf 0x08048e54 push @x804b2e@
fcn.080491ba 0x080491ba 220 pic false 0x08048e59 push ecx
fcn.080492a0 0x080492a0 87 canary  true 0x08048e5a push esi
fcn.080492f7 0x080492f7 59 nx . ';"Te g"ggzgezg l’“i? main e start moi
crypto alse X e call sym.imp.__libc_start_main
fcn.08049340 0x08049340 192 va true Ox0804865 hlt
fcn.08049400 0x08049400 64 intrp  /lib/ld-linux.so.2
fcn.08049440 0x08049440 359 bintype elf
fcn.080495a8 0x080495a8 77 class ELF32
fcn.080495f5 0x080495f5 2106 lang C
fcn.08049614 0x08049614 2075 ;::: ’3‘26
fcn.08049991 0x08049991 1182 machine Intel 80386
fcn.08049e2f 0x08049e2f 28 os 1inux
fcn.08049e4b 0x0804%e4b 28 minopsz 1
fcn.08049e67 0x08049¢67 9 maxopsz 16
fcn.08049e70 0x08049e70 495 zﬁgl;g" finux
fcn.0804a060 0x0804a060 24 endian little
fcn.0804a079 0x08042079 35 stripped true
fcn.0804a09¢ 0x0804a09c 99 static false
fcn.0804a100 0x0804a100 19 linenum false
fen.0804a114 0x0804a114 20 15{"'5 i"{se
relocs alse
fcn.0804a129 0x0804a129 7 rpath NONE
fcn.0804a130 0x0804a130 183 binsz 21052
fcn.0804ate7 0x0804at1e7 9
fcn.0804a1f0 0x0804a1f0 250 [Entrypoints]
fcn.0804a2ea 0x0804a2ea 49 vaddr=0x08048e44 paddr'=0x00000e44 baddr=0x08048000 1addr=0x00000000
fcn.0804a31c 0x0804a31¢c 136
fcn.0804a3a4 0x0804a3a4 12 Dashboard entry0  Strings Relocs Imports Symbols BUSEESS
> Loading file: /Users/hteso/Pocs/pocs/true 00 Sections
> Analysis finished Name ¥ Size Address End Address
> Populating UI
[DEBUG]: Offset to search: 0x08048e44 B text 9758 " (x06048d60  (x804b3T0
[DEBUG]: Graph Offset: entry@ . .shstrtab 237  0x00000000 OxOed
> Adding binary information to notepad . .rodata 2464 0x0804b3a0 0x0804bd40
> Finished, happy reversing :) [ rel.plt 312  0x08048974 0x08048aac )
. . .rel.dyn 40 0x0804894c 0x08048974 '
-- radare2 for Fide0S, th ext tat ——
radarec Tor TAeTh, now with extra potate I pit 640  0x08048ae0 0x08048d60 Ny
[ .note.gnu.build_id 36 0x08048188 0x080481ac
[ .note.ABI_tag 32 0x08048168 0x08048188 /
Jjer 4 0x0804def8 0x0804defc
B intern 1Q NxNRNARIGA NxNRNARTRT
Type "?* for help v ’ m Comments

iii

)




laito - /Users/hteso/Pocs/pocs/true

. fen.000023|
fcn.000023e9

fcn.0000231c
fcn.000023a4
fcn.000023ca
fcn.000023b0
fcn.000023d0

laito - /Users/hteso/Pocs/pocs/true

|
: Comments toggle
| : Dashboard toggle
: Flags toggle
: Functions toggle
: Imports toggle
: Notepad toggle
: Relocs toggle
: Sections toggle
: Scripts toggle
: Strings toggle
: Structs toggle
: Symbols toggle
: Tabs up/down
: Lock/Unlock interface
: Responsive Ul toggle
: Web server start/stop

(
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[ N N J laito - /Users/hteso/Pocs/true32

€ > = |
00 Dashboard Notifications
OVERVIEW :
Service
Web Server
Info Started
File: /Users/hteso/Pocs/true32 FD: 23 Architecture: x86 -
Format: elf Baseaddr: 0 Machine: Intel 80386 Script
Bits: 32 Virtual addr: True 0s: linux example.py
Class: ELF32 Canary: True Subsystem:  linux FEsiEidz
Mode: -r-- Crypto: False Stripped: True
Size: 22028 NX bit: True Relocs: False Calculator
Type: EXEC (Executable file) PIC: False Endianness: little 0x41 + 200
Language: C Static: False Compiled: 265
Hashes Libraries Assembler
MD5: 61a1bb6b281491f3dc1a7e04b4ccada7 libc.s0.6 Assembly
SHA1: 89dbc84a6929380e0a1852fb35638b60fde1d9ae pop eax
ENTROPY: 5.580267 push ecx
Statistics v
Hexadecimal
140 5851
120
100
80
~ 60
PDECLLGEIGE  entry0  Functions  Strings  Relocs  Imports  Symbols Notepad
> Loading file: /Users/hteso/Pocs/true32 o0 Sections
> Analysis finished Name Y Size  Address End Address
> Populating UI
> Adding binary information to notepad B text 9756 0x08048d60 0x0804b37c
> Finished, happy reversing :) - .shstrtab 237 0x00000000 OxOed
B rodata 2464 0x0804b3a0 0x0804bd40
-- We are bleeding edge here. Can't you feel the razors? [ rel.plt 312  0x08048974 0x08048aac )
.rel.dyn 40 0x0804894c 0x08048974 — - ;
k act
W ot 640 0x08048ae0 0x08048d60 LEICELED
B .note.gnu.build_id 36 0x08048188 0x080481ac
[ .note.ABI_tag 32 0x08048168 0x08048188 l ‘I
Jer 4 0x0804def8 0x0804defc
- ... an AAAAAanAr A AAnA Aanane

Type "?" for help b ’ m Comments
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